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What This Project Covers

Module 2, Asymmetric key encryption: encrypting and decrypting files with GPG in a
Kali terminal.

Module 3, Stateful firewall: changing iptables policy to drop inbound traffic, then
scanning with Nmap.

Module 4, BYOD security policy: a written device policy for a fictional corporation.
Module 5, Multifactor authentication: adding Google Authenticator to Linux logon.

Module 6, Vulnerability assessment: Nmap, NetCat, Wireshark, and Nessus against lab
targets.
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Asymmetric Key Encryption is used every time a https
connection is established without most users even knowing it
happens. It is also known as public key encryption. “is a type
of cryptographic protocol that uses a public and private key to
exchange encrypted data between two users or devices”
(Ingles, 1997).

Another use for this type of technology is encrypting
sensitive data before sending it to someone or storing it on a
device. In the following two slides are screenshots of me using
software called GPG also called GnuPg in a kali terminal. A
brief explanation is provided to explain the contents of each.



THIS SCREEN SHOT IS
AFTER THE INITIAL
PROCESS OF
ENCRYPTION.
THE ORIGINAL AND
ENCRYPTED FILE ARE
DISPLAYED IN THE
DIRECTORY, AND BOTH
ENCRYPTED AND
PLAINTEXT FORM.

root@kali:-# 15 test*

testfile.txt testfile.txt.gpg

root@kali:-# cat testfile.txt

This is a text file that we will encrypt with gpg my name is Louie Santino Venegas 1/12/2024
root@kali:-# cat testfile.txt.gpg
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root@kali:~# cat testfile.txt

cat: testfile.txt: No such file or directory

root@kali:~# gpg testfile.txt.gpg

gpg: WARNING: no command supplied. Trying to guess what you mean ...

gpg: AES256 encrypted data

gpg: encrypted with 1 passphrase

root@kali:~# 1s test*

testfile.txt testfile.txt.gpg

root@kali:~# cat testfile.txt

This is a text file that we will encrypt with gpg my name is Louie Santino Venegas 1/12/2024
r'oiJ'i:-’E:&a‘:.I'E.: #

FILE

DECRYPTION

INCLUDES THE
ENCRYPTED FILE,
THE DECRYPTING
PROCESS AND LIST

OF BOTH THE
ENCRYPTED AND
PLAINTEXT FILE.
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WHAT EFFECT DOES

THE SUDO IPTABLES Answer
--POLICY INPUT Sudo iptables -policy INPUT
DROP COMMAND cont ”thQP ;

ssentia IS comman

HAVE ON THE ACCESS changes thg iptables firewall

policy on a Linux system. The
TO COMPUTING result of this is that all incoming
RESOURCES? packets are dropped until or
unless oG dlisRSRECified.

Working with iptables. (n.d.). Network

World.
https://www.networkworld.com/article/93078
8/working-with-iptables.html




@ termiral -

rootiEkal

terminal - rootivkaliz ~

h

Fle: Edit View Teminal Tabs Help
root@kali:~# nmap 192.168.185.55% | more
Starting Nmap ¥.70 ( https://nmap.org ) at 2024-0Z-19 18:16 EST
BiNmap scan report for 192.168.105.55

[Host is up (D.8020s latency).

AL 1888 scanned ports on 192, 168.185.55 are filtered

MAC Address: B8:15:5D:08:BA:86 (Microsoft)

Mmap done: 1 IP address (1 host up) scanned in 34.18 seconds
root@kali:~# nmap 192.168.185.55 | more

Starting Nmap 7.70 ( hitps://nmap.org ) at 2024-02-19 10:39 EST
Nmap scan report Tor 192.168.105.55

Host is up (0.08827s latency).

Mot shown: 995% filtered ports

PORT STATE SERVICE

227tcp open ssh

23/tcp open smip

53/tcp  open damain

gostcp  open http

443/ tcp closed htips

[MAC Address: B8:15:50:08:BA:086 (Microsoft)

Nmap done: 1 TP address (I host up) scanned in 17.68 seconds
root@kali:<# bash: LOUIELOLOUIEDCFWEF: command not found
root@kali:~# |

NMAP SCAN

THIS IS A SCREEN
SHOT OF A KALI
TERMINAL RUNNING
NMAP ON A LINUX
SERVER
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1. Overview:

ABC Fictional Corporation recognizes the productivity and flexibility of allowing employees to use personal devices for
business purposes. Our BYOD security policy allows for employees to use personal devices such as smart phones, tablets, laptops
and computers while addressing challenges like data security and device management. This policy's goal is to harness the
economic, productivity and convenient benefits of allowing this while mitigating the risk involved.

2. Purpose:

Confidentiality, integrity, and availability (CIA) of data is the main purpose of this policy. Having the BYOD security
policy helps to identify devices that introduce unnecessary vulnerabilities to the organization's computing resources and data.
Another purpose is to address how timely discovery of such vulnerabilities will reduce the attack vector on our organization's
computing resources and data. This policy aims to establish a process for regular security assessments and
updates to ensure potential vulnerabilities are identified and addressed promptly




3. Scope

This policy will affect all personnel with reasons to use personal devices for work related reasons such as
email and work related assignments. The devices that fall under this policy will be personal phones tablets
and computers. If assigned technology related assignments but not issued a device to perform the duties on
then it is assumed the personnel will be using personal devices. Assume all actions performed work related
will be monitored but only to that extent. The exact type of devices will be outlined in the policy and the
required security measures. Compliance and consequences will be outlined as well.

4. Policy

Security assessments prior to the acceptance to ABC Corporation's network. For a device to be compliant it
must be password protected and up to date, maintain a firewall feature and anti virus software of some type.
The operating system since so many exist is not restricted except that it is up to date with security patches
and allows for updates automatically. Devices not in compliance will not be granted access to the network.
The IT department will monitor for compliance as well as enforce it. All access to the network must be done
through the designated applications and automatically logged out when no longer needed to prevent
unauthorized access. Two step verification via company application will be required.



7. Definitions and Terms:

BYOD: (bring your own device) defined as any personal device used on our network,

mobile devices are but not limited to cell phone tablets and laptops.

CIA(Confidentiality, Integrity and Availability) in regards to data stored for and used by people associated with our organization.
HIPAA(Health Insurance Portability and Accountability Act)

PCI-DSS (Payment Card Industry Data Security Standard)

Date of change Responsible Summary of change

February 2024 L. Venegas Adapted from the SANS BYOD policy template
8.1
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Common-auth
Configuration
File

The common-auth
configuration file, with
the entry enabling the
Google Authenticator
module.

useri@Ubuntu-5: -fDesktop

GHU nana 4. 8 ebefpan.dfcomman-aulh

=1 default=lgnore] pan unix.so nullok

pan_deny.so

guth required pan_permit.so

auth aptional pan_cap. 5o

auth regquired pam_google authenticator.so nullok

B* et Help
B Cxit

Madified




MFA Logon
Screen

The logon screen
prompting for a
verification code.
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S3stcp  open  domaln

B0 AL upen hLLp
fll-tcp open  rpochind
139-tcp open nethios-san
HMSAtcp  open nicrosof L-ds
SlZstnp npen  Exen
213-tcp  open loginm
Sidstcp opew shell

1524 -4cp open  ingrexlock
2043 -tcp open  nfs
18140 p open coprowy -Fip
F30hAep open nysgl
Md2-top open dizstood
Si32Atcp open  postgros
SH00-4ep open i
HO00-top open ¥11
LoEYAcp open  drc
BO09.-Lep open e jpl3

il 1714 zcoanncd portz on 192, 168.105.67 are closcd
AL Addeess: G015 :50:00B:05 (Microsot )

Hnap done: 256 IF addresses (2 hosts wpl zcanmed in 33.012 seconds
mnefadminPretasploitable: ™3 mhap -PH 192160 . 105 . 0.2 lowie vencgas d411L20H4 Sec
ZR4




m.l'-'.pp-:i-:at:--:-n-s. B erminal - rootd@kali: -

“Terminal - reat@kalic — tinal - rootidkali: -
file Edit View Terminal Tabs (ielp
Mot shown: 977 closed ports
PORT STATE SERVICE
L R open  ftp
22 tep open  ssh
23/tcp open  telnet
Hitep open  smtp
S37tep open  domain
28 top open  http
111/tcp open rpchind
13%/tcp open nethios-ssn
445 tcp open microsoft-ds
312/tcp open exec
513/tcp open login
514/tcp open shell
1899 tep open rmiregistiey
1524/tcp open ingreslock
280497tcp open nfs
2121/tep open  coproxy-Ttp
3306t cp open mysgl
5432/tcp open postgresqgl
SO0 tcp open  wnc
BEE8 tecp open X111
ohef/tecp open  Lre
2009/tcp open ajpl3
2188/ tcp open unkmown
MAC Address: BO:15:50:88:BA 86 (Microsoft)

Nmap scan report for 192.168.105.67
Host is up (0.0808050s latency).
ALl 1888 scanned ports on 192 168_185_67 are closed

Nmap done: 256 IP addresses (2 hosts up) scanned in 35.54 seconds
root@kali:-# Louie Venegas d41112684 SEC285§




g - Google Chrome

le/3770771/74

Kalion WIN-6INNGRLTGIL

@ rerminal - root@kali: ~ !

Terminal - root@kali: ~
dit View Terminal Tabs Help
li:~# nc -n -w5 192.168.165.55 21

220 (vsFTPd 2.3.4)
”C

t@kali:~# nc -n -w5 192.168.105.55 22
SSII 2.0-0penSSH_4.7pl Debian-8ubuntul
2CRC

dkali:~# nc -n -wb 192.168.105.55 25
2?0 metasploitable.localdomain ESMTP Postfix (Ubuntu)

e
I‘ 1i:~# Louie Venegas d41112084 sec284f]

mQas mp @&

View Fullscreen

o

,. 00

Send Ctrl+




!ﬁ.pphr:atuuns ' M +etho

”! Wireshark - ... |' =Terminal - .
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| tcp.stream eq O
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Frame 54: 93 byte
Ethernet II, Src:
Internet Protocol
Transmission Cont
Telnet
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Wireshark - Follow TCP Stream (tcp.stream eq 0) - eth0
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Warning: Never expose this VM to an untrusted network!
Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started

metasploitable legin: mmssffaaddmmiinm

Password: msfadmin

Last login: Mon Feb 5 18:57:26 EST 2824 on ttyl
Linux metaspleoitable 2.6.24-16-server #1 SMP Thu Apr 16 13:58:900 UTC 2008 16BG

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by mr
Packet 8d. 22 cilent pkts, 19 server pkts, 27 turns. Click to select.

Stream 0

Entire conversation (1,358 bytes) * Show and save data as ASCIl w
Find: |Lﬂule Uenegas dd‘l 112034 sec2id | | Find Next |
EdHelp Filter Out This Stream Print Save as Back ¥ Close

' Terminal - ro.. |' Terminal - ro.. -lEI_- 11:11 "( root

=)

Expression... *

Win=20312 Len=0

§ Win=58B8 Len=0

|12 Win=29312 Len=

D (0.0%) Profile: Default




VIEW FUlISCreen g sena Lirl

Activities © Firefox Web Browser ~ | i ﬂ

Messus Essentials / Fold. X | Linus Server S Linus Server

C @ O Ffile:///tmp/mozilla_ubuntu0/Linus_Server_zF37hb.html

( nessus

Linus Server

TABLE OF CONTENTS

Vulnerabilities by Host
« 192.168.105.55

Remediations

Vulnerabilities by Host

192.168.105.55

CRITICAL
Scan Information
Start time: Wed Feb 7 11:16:40 2024
End time: Wed Felb 7 11:24:21 2024
Host Information

Netbios Name: METASPLOITABLE

P 192.168.105.55

MAC Addrass 00:15:50:00:BA:06

0S: Linux Kernel 2.6 on Ubuntu 8.04 (hardy)

Vulnerabilities




Ingles, S. (1997, October 17). Asymmetric Encryption.
https://www.webopedia.com/definitions/asymmetric-encryption/. Retrieved
February 15, 2024, from https://www.webopedia.com/definitions/asymmetric-
encryption/
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