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What This Project Covers

Module 2, Asymmetric key encryption: encrypting and decrypting files with GPG in a 

Kali terminal.

Module 3, Stateful firewall: changing iptables policy to drop inbound traffic, then 

scanning with Nmap.

Module 4, BYOD security policy: a written device policy for a fictional corporation.

Module 5, Multifactor authentication: adding Google Authenticator to Linux logon.

Module 6, Vulnerability assessment: Nmap, NetCat, Wireshark, and Nessus against lab 

targets.
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Asymmetric Key Encryption is used every time a https 
connection is established without most users even knowing it 
happens. It is also known as public key encryption. “is a type 
of cryptographic protocol that uses a public and private key to 
exchange encrypted data between two users or devices” 
(Ingles, 1997). 

Another use for this type of technology is encrypting 
sensitive data before sending it to someone or storing it on a 
device. In the following two slides are screenshots of me using 
software called GPG also called GnuPg in a kali terminal.  A 
brief explanation is provided to explain the contents of each.
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W H AT  E F F E C T  D O E S  

T H E  S U D O  I P TA B L E S  

- - P O L I C Y  I N P U T  

D R O P  C O M M A N D  

H AV E  O N  T H E  A C C E SS  

T O  C O M P U T I N G  

R E S O U R C E S ?

Sudo iptables –policy INPUT 
DROP

Essentially this command 
changes the iptables firewall 
policy on a Linux system. The 

result of this is that all incoming 
packets are dropped until or 
unless otherwise specified.

Working with iptables. (n.d.). Network 
World. 
https://www.networkworld.com/article/93078
8/working-with-iptables.html
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1. Overview:
ABC Fictional Corporation recognizes the productivity and flexibility of allowing employees to use personal devices for 

business purposes. Our BYOD security policy allows for employees to use personal devices such as smart phones, tablets, laptops 

and computers while addressing challenges like data security and device management. This policy's goal is to harness the 

economic, productivity and convenient benefits of allowing this while mitigating the risk involved.

_____________________________________________________________________

2. Purpose:

Confidentiality, integrity, and availability (CIA) of data is the main purpose of this policy. Having the BYOD security 

policy helps to identify devices that introduce unnecessary vulnerabilities to the organization's computing resources and data.  

Another purpose is to address how timely discovery of such vulnerabilities will reduce the attack vector on our organization's 

computing resources and data. This policy aims to establish a process for regular security assessments and 
updates to ensure potential vulnerabilities are identified and addressed promptly

_____________________________________________________________________
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3. Scope

This policy will affect all personnel with reasons to use personal devices for work related reasons such as 

email and work related assignments. The devices that fall under this policy will be personal phones tablets 

and computers. If assigned technology related assignments but not issued a device to perform the duties on 

then it is assumed the personnel will be using personal devices. Assume all actions performed work related 

will be monitored but only to that extent. The exact type of devices will be outlined in the policy and the 

required security measures. Compliance and consequences will be outlined as well.

4. Policy

Security assessments prior to the acceptance to ABC Corporation's network. For a device to be compliant it 

must be password protected and up to date, maintain a firewall feature and anti virus software of some type. 

The operating system since so many exist is not restricted except that it is up to date with security patches 

and allows for updates automatically. Devices not in compliance will not be granted access to the network. 

The IT department will monitor for compliance as well as enforce it. All access to the network must be done 

through the designated applications and automatically logged out when no longer needed to prevent 

unauthorized access. Two step verification via company application will be required.



7. Definitions and Terms: 
BYOD: (bring your own device) defined as any personal device used on our network,

mobile devices are but not limited to cell  phone tablets and laptops.

CIA(Confidentiality, Integrity and Availability) in regards to data stored for and used by people associated with our organization.

HIPAA(Health Insurance Portability and Accountability Act)

PCI-DSS  (Payment Card Industry Data Security Standard)

8. Revision History:  

Date of change Responsible Summary of change

February 2024 L. Venegas Adapted from the SANS BYOD policy template
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Common-auth 
Configuration 
File

The common-auth 
configuration file, with 
the entry enabling the 
Google Authenticator 
module.



MFA Logon 
Screen

The logon screen 

prompting for a 

verification code.
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Nmap

Scan results showing 

both the Kali and 

Linux Server VMs.





NetCat

Scan results showing 

both the Kali and 

Linux Server VMs.



Wireshark

The Wireshark—

Follow TCP Stream 

window, exposing the 

Telnet username and 

password in cleartext.



Nessus

The Nessus 

vulnerability scan 

report, with 

vulnerability 

categories color-coded 

by severity.
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