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Introduction

In this module | launched a Virtual Machine on Microsoft Azure then accessed it via REMOTE DESKTOP
PROTOCOL(RDP) from my home machine. To accomplish this, | had to follow some steps | will go over
briefly now. First, | gained access to Microsoft Azure by logging in with my DeVry email. Leveraging my
new account, | accessed the platform and confirmed my student subscription. With the goal of
deploying a VM | navigated to the resource menu and clicked VM. Then | worked through the steps of
deployment and deployed. Then using RDP(remote desktop protocol) | connected to the VM.
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\ \ Describe the benefi.. ®F Desmos | Scientific... Metasploit | Penetr... Kali Linux Metapack... ’q kalischool [3 tor [ ine tcp connection @ Other favorites ')

=" 2 5 = Ilvenegas4@my.devry.edu @
4| . Microsoft Azure J Search resources, services, and docs (G+/) ﬂ.—v' f? @3 ® A DEVRY UNIVERSITY (MYDEVRYE... @9

A
Home >

i - @ Deployment succeeded
) _ 4 CreateVm-MicrosoftWindowsServer.WindowsServer-201-20231030092512 | Overview & Deployment ‘CreateVm-

Deployment MicrosoftWindowsServer.WindowsServer-201-
20231030092512' to resource group ‘NETW211-LV* was
O Search | « [l Delete : [T Redeploy 4 Download () Refresh successful.

- . Go to resource ‘Go to resource group
,  Qverview

@ Your deployment is complete

3 Inputs
I he NE I vv Z ; Deployment name: CreateVm-MicrosoftWindowsServer.WindowsSe...  Start time: 10/30/2023, 9:35:56 AM

Outputs Subscription: Azure for Students Correlation ID: abd98148-58fc-4c4d-9828-83¢2222578a1 E G

overview _pa o[SH 2 Template ResnEgrau: r.“E“""Z”'“"
resource group,
su b SC ri pt| on, an d T —

Monitor VM health, performance and network dependencies Recommended 6

[
p u b I I C I P a d d reSS Rlria SenipLingile the Mitual maching. Becormiendel Microsoft Defender for Cloud

S d infrastruct
Of t h e d e p I Oyed Create another VM ecure your apps and infrastructure

Go to Microsoft Defender for Cloud >

V i rt u a I m a C h i n e . SHEECkRGE Free Microsoft tutorials

A Tell us about your experience with deployment Start learning today >

n Work with an expert

Azure experts are service provider partners

T

Cost Management
Get notified to stay within your budget and
prevent unexpected charges on your bill.

Set up cost alerts >

who can help manage your assets on Azure
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Properties for
NETW211VM:
computer name,
operating system
version, and
hardware details.

The Events section
below records the
date and time of
@ach action.

3

&: NETW211VM - 20.244.37.28:3389 - Remote Desktop Connection

Fﬂ Server Manager

Server Manager * Dashboard

I8 Dashboard
il Local Server
i All Servers

W§ File and Storage Services b

WELCOME TO SERVER MANAGER

o Configure this local server

QUICK START
Add roles and features

Add other servers to manage
WHAT'S NEW

Create a server group

Connect this server to cloud services

LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Server groups: 1 | Servers total: 1

=—. File and Storaae | = ) o N |

-@1F

Manage

Tools

View
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In this module | launched a virtual machine on Azure. One technical challenge | faced along the way was that
my subscription for my student account had expired, so | was unable to create any resources. | had to
navigate the platform and reinstate my account privileges which | did successfully. Launching an instance on
azure is a valuable versatile skill that will be utilized in a number IT related jobs.
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Propert
SubnetC

its networkin
configuration
size.

g I I} \ Subnet0-VM - Microsoft Azure X -+
< (7 Bl ps://portal.azure.com, _ ye [ - (g A 5 h =

E Describe the benefi.. ¥~ Desmos | Scientific... Metasploit | Penetr... Kali Linux Metapack... 3@ kalischool D tor [ ine tcp connection > @ Other favorites

: ; 5 Ivenegas4@my.devry.edu @
Microsoft Azure £ Search resources, services, and dacs (G+/) ﬂ._‘? f? @ @ e DEVRY UNIVERSITY (MYDEVRYE... @

Home > CreateVm-MicrosoftWindowsServer.WindowsServer-201-20231109181714 | Overview >

e | Subnet0-VM = *

Virtual machine

|}‘—- Search & Connect at  C' Restart [] Stop (© ate : & Capture [i] Delete () Refresh [J Openinmobile S Feedback [E\ CLI/PS

B Overview A\ Subnet0-VM virtual machine agent status is not ready. Troubleshoot the issue —

E Activity log
A Access control (IAM) A Essentials JSON View

@ Tags Resource group (move) : NET211-RG Operating system : Windows
groug I g sy
#¢ Diagnose and solve problems Status : Running Size : Standard B1s (1 vepu, 1 GiB memory)
Location : Central India (Zone 1) Public IP address : 20.244.32.158

Subscription (move) : Azure for Students Virtual network/subnet : NET211-VNet-lv/Subnet0

& Networki
A% - Ebaarsng Subscription ID : b19e6ffa-4e3a-4c5b-b079-759026cb4d5¢ DNS name : Not configured

& Connect Availability zone HE | Health state Loz

- s ;
f Windows Admin Center Tags (adit) : Adid taigs

£ Disks

B Size Properties  Monitoring Capabilities (8) Recommendations Tutorials

©  Microsoft Defender for Cloud s
3 virtual machine W  Networking
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a I I} \ Subnet-1vm - Microsoft Azure -
= (9  htips://portal.azure.com/#@m: NMic com/re... ( F A T h < R

. Describe the benefi.. & Desmos | Scientific... Metasploit | Penetr... Kali Linux Metapack... 3Q kalischool D tor [ ine tcp connection > @ Other favorites h

. ; 5 Ivenegas4@my.devryedu @
Microsoft Azure £ Search resources, services, and dacs (G+/) ﬂ._‘? [9 @ @ e DEVRY UNIVERSITY (MYDEVRYE... @

Home >

Pro pert K2 Subnet-lvm 2 %

Virtual machine

Su bnet - |}7- Search ‘ « & Connect at ¢ Restart [] Stop (© ate (previe & Capture [i] Delete () Refresh [J Openinmobile &7 Feedback [E\ CLI/PS
= . > -
Its n etWO rk - KA Overview & A\ Subnet-1vm virtual machine agent status is not ready. Troubleshoot the issue —>

Conﬁguration anc B Activity log

gg Access control (IAM)  Essentials JSON View

.
S I Ze . _ = ¢ Tags Resource group (move) : NET211-RG Operating system : Windows

# Diagnose and solve problems Status : Running Size : Standard B1s (1 vepu, 1 GiB memory)

Location : Central India (Zone 1) Public IP address : 20.244.39.25
Settings
Subscription (move) : Azure for Students Virtual network/subnet : NET211-VNet-lv/Subnet1

& Network
A% - Ebaarsng Subscription ID : b19e6ffa-4e3a-4c5b-b079-759026cb4d5¢ DNS name : Not configured

& Connect Availability zone HE | Health state Loz

- s ;
f Windows Admin Center Tags (edit : Add tigs

£ Disks

B Size Properties  Monitoring Capabilities (8) Recommendations Tutorials

© Microsoft Defender for Cloud =
I3 virtual machine @ Networking

Top events F J g 6:29 PM
[ B ke 1 -
== Event brief ] - | I ~ B OB 5000
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| Home » NET211-VNet-lv

- e NET211-VNet-lv | Diagram « - X

Virtual network

i/'c Search | « A New Support Ticket

Su fl‘i'—_'. i Properties A =
g Virtual network =
H " Lacks NET211-VNet-lv
ea C r 1 Monitoring
machine.

il Metrics

i Diagnostic settings

@ Logs

% Connection monitor (classic)
Diagram
Automation
M| cu/pes
Tasks (preview)
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A AR Other favorites
= Administrator: Command Prompt =

Recycle Bin Ivenegas4@my.devry.edu .

%\ Native RDP - Microsoft Azure

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : hclefj4dhnzefcza3@oqtfxtpf.rx.internal.cloudapp.net
Link-local IPv6 Address . . . . . : fe8@::22c8:b913:23b4:8a7a%6

IPv4 Address. . . . . . . . . . . : l0.0.1.4
Subnet Mask . - <« . ¢ < « & o - = 5 255.255.955.9
Default Gateway . . . . . . . . . ! 10.0.1.1

C:\Users\myaccount>ping 10.0.0.4

Pinging 10.0.0.4 with 32 bytes of data:
Reply from 1@.0.0.4: bytes=32 time=2ms TTL=128
Reply from 10.0.0.4: bytes=32 time=1ms TTL=128
Reply from 10.0.0.4: bytes=32 time=2ms TTL=128
Reply from 10.0.0.4: bytes=32 time=1ms TTL=128

Ping statistics for 19.0.0.4:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms

C:\Users\myaccount>_

W IVICTOSOTT ZETENUET TOT Cioud

v More ways to connect (4)

wain HRQm R LEEEFEMDIE SO0 0
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== Describe the benefi... F Desmos | Scientific.. | Metasploit | Penetr... Kali Linux Metapack... ’§ kalischool

%\ Native RDP - Microsoft Azure x —+

&) https://portal.azure.com/#@mydevryedu.onmicrosoftcom/re.. (3 B Q@ ©& A &% = ® © - @y

[ tor [ ine tcp connection > [ Other favorites

Microsoft Azure

Administrator: Command Prompt

Recycle Bin Microsoft Windows [Version 10.0.17763.4974]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\myaccount>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : hclefj4dhnzefcza3@oqtfxtpf.rx.internal.cloudapp.net
Link-local IPvé Address . . . . . : fe8@::22c8:b913:23b4:8a7a%6

TPvd Address. « « & ¢ s w o @ s et 18.P.1.4

Subnet Mask . . . . . . . . . . . ! 255.255,255.0

Default Gateway . . . . . . . . . ! 10.0.1.1

C:\Users\myaccount>_

VO IVIICIosoir oetenaer 1or Cioua e 3 =
' More ways to connect (4)
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During this project | practiced a couple of skills that would
me in the tech field. First | created a virtual machine

Microsoft Azure cloud platform. Then | proceeded t«

/irtual Machlne Via SSH through a commar

K/i : . Then I modlﬁed the se
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Q (@) I DeViry & X Module X Newta' X Bing Ch X Centrip: X Free Cit X N\ net2i1- x  +

\\ B L a

= @] Bl [ portal.azure.com/# [ ource : S ; ul L= % 9% e @

\ m Describe the benefi... &= Desmos | Scientific... Metasploit | Penetr... Kali Linux Metapack... ;Q kalischool B tor il ine tcp connection > [ Other favorites

\ — Microsoft Azure L Search resources, services, and docs (G+/) | [9 N G) Ivenegasd@my.devry.edu @

DEVRY UNIVERSITY (MYDEVRYE... P

Home >

' M) e’ net211-VM-LV = %

Virtual machine

m ﬁ % & connect v [> Start ' Restart [] Stop (U Hibernate (preview) &, Capture [i] Delete () Refresh [ Openinmobile 2 Feedback [Z CLI/P
ThiS iS a 8 Access control (IAM)
® Tags
ScreenShOt Of my Resource group (move) : netw211-RG-LV Operating system : Linux (ubuntu 20.04)
A A Di e and solve proble
Azu re porta I ] It IS 7~ Diagnose and solve problems Status : Running ize : Standard B1s (1 vcpu, 1 GiB memory)
1 Settings Location : Central India Public IP address 1 4.224.32.2(
showing the
t 'l g f MEReEng Subscription (move) + Azure for Students Virtual network/subnet : net211-VM-LV-vnet/default
details of a
Virtual Machine |
~ Created for the
purpose of this

O project.

- Essentials JSON View

o

Corifiact Subscription ID : b19e6ffa-4e3a-4c5b-b079-759026cb4d5c DNS name : Not configured
Health state : -

. Tags (edit) : Add tags
Size

Microsoft Defender for Cloud

rd
2
e
o)
&

Properties  Monitoring  Capabilities (7) Recommendations  Tutorials
Advisor recommendations

CY

Extensions + applications K3 virtual machine & Networking

Computer name net211-VM-LV Public IP address 4.224.32.200 ( Network interface net211-vm-lv728 )

&

N Availability + scaling
Operating system Linux (ubuntu 20.04) Public IP address (IPv6) =
Configuration . ; ;
oy ¢ Image publisher canonical Private IP address 10.0.04

®)

db 38°F [l Y __ — - s o » 7:29 AM
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C O n n e Cti n g o~ azureuser@net211-VM-LV: ~ :

azureuser@net211-VvM- LV:~% uname -r

5.15.0-105@-azure
O e azureuser@net211-VM-LV:~$ cat/etc/os-release

-bash: cat/etc/os-release: No such file or directory

. azureuser@net211-VM-LV:~$ uname -r
VI a S S H 5.15.8-1058-azure

azureuser@net211-VM-LV:~$ cat /etc/os-release
NAME="Ubuntu"

H : ERSION="20.04.6 LTS (Focal Fossa)"
ere IS ID=ubuntu
ID _LIKE=debian

screens h Ot Of me PRETTY_NAME="Ubuntu 20.04.6 LTS"
ERSION_ID="2@.04"
1 HOME_URL="https://www.ubuntu.com/"
I Og g e d I n to t h e SUPPORT_URL="https://help.ubuntu.com/"
. . BUG_REPORT_URL="https://bugs.launchpad.net/ubuntu/"
VI rt u a I m a C h I n e PRIVACY_POLICY_URL="https://www.ubuntu.com/legal/terms-and-policies/privacy-policy"
ERSION_CODENAME=focal

t h rou g h m y UBUNTU_CODENAME=focal

azureuser@net211-vM-LV:~$ ping -c 4 www.facebook.com ip addr

ping: addr: Temporary failure in name resolution

te | I In a I . azureuser@net211-VM-LV:~$ ping -c 4 www.facebook.com
PING star-mini.cler.facebook.com (163.70.141.35) 56(84) bytes of data.

64 bytes from edge-star-mini-shv-@1-xsp2.facebook.com (163.70.141.35): icmp_seq=1 ttl=50 time=59.4 ms
64 bytes from edge-star-mini-shv-@1-xsp2.facebook.com (163.70.141.35): icmp_seq=2 ttl=5@ time=59.4 ms
64 bytes from edge-star-mini-shv-@1-xsp2.facebook.com (163.70.141.35): icmp_seq=3 ttl=506 time=59.9 ms

AII the deta i IS 64 bytes from edge-star-mini-shv-@1-xsp2.facebook.com (163.70.141.35): icmp_seq=4 ttl=50 time=59.7 ms

--- star-mini.cler.facebook.com ping statistics ---

[ matCh the Ones On 4 packets transmitted, 4 received, 0% packet loss, time 3@04ms

rtt min/avg/max/mdev = 59.402/59.611/59.935/0.215 ms

J nre Viou S pag e azureuser@net211-VM-LV:~$
' e HQROS LEEMEME® 7§ ~noo S
\lj " i N]RINRIINIA 21

-

W/ |



I g © 1] DeVry ¢ Module New tab Bing Cl Centrip Free Ci N net? x [5 Newtab Bing Ch: | -

=y B portal.azure.com/#( - / = R G - @
\ () m Describe the benefi.. ¥~ Desmos | Scientific... Metasploit | Penetr... Kali Linux Metapack.. & kalischool D tor [l ine tcp connection > i Other favorites

Microsoft Azure £ Search resources, services, and docs (G+ | & @ & jﬂregsvﬂm(glnn:y(;ﬁigidu &

Home > net211-VM-LV

I & net211-VM-LV | Networking

Virtual machine

| < A Feedback k e
B Oveniew ¥ Network security group net211-VM-LV-nsg (attached to network interface: net211-vm-Iv728 ) Add inbound port rule

Impacts 0 subnets, 1 network interfaces
B Activity log

R Access control (IAM)

Priority Name Port Protocol Source Destination Action

300 & SSH 22 TCP Any Any @ Allow

¢ Tags ' -
310 Allow_Ping Any ICMP Any Any @ Allow

#. Diagnose and solve problems ~ . i
65000 AllowVnetinBound Any VirtualNetwork VirtualNetwork @ Allow

Settings 65001 AllowAzureloadBalancerinBo... Any AzureloadBalancer Any 9 Allow

5]

Networking 65500 DenyAllinBound Any Al Any @ Deny

D

Connect

Disks
Need help?
Size
Understand Azure load balancing &
Microsoft Defender for Cloud
art: Create a public load balancer to load balance Virtual Machines

$ o O 8

Advisor recommendations

art: Direct web traffic with Azure Application Gateway o'

Extensions + applications

. . 7:59 AM :
H - o w ~ = —
- f . O - A0 11/17/2023 L




Administrator: Command Prompt

Microsoft Windows [Version 18.0.22631.2715]
(c) Microsoft Corporation. All rights reserved.

C:\Windows\System32>ping 4.224,32.200

. . Pinging 4.224.32.200 with 32 bytes of data:
( O nﬁ u rl n Reply from 4.224.32.200: bytes=32 time=589ms TTL=39
g g Reply from 4.224.32.200: bytes=32 time=414ms TTL=39

Reply from 4.224.32.200: bytes=32 time=26@ms TTL=39

a n N SG 2 Of Reply from 4.224.32.200: bytes=32 time=264ms

Ping statistics for 4.224.32.200:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
2 Approximate round trip times in milli-seconds:
Minimum = 26@ms, Maximum = 589ms, Average = 381ms

C:\Windows\System32>

This slide displays
a successful ping
to netw211-VM-LV

At Ip address
4.224.32.200

e HQmOS c EHEMET 7871 ~ueo 0




Conclusion

During this project | have successfully learned how to connect a host via
SSH.
| also learned how to modify a security group to allow various types of
traffic.

One technical challenge was that my windows 10 home edition computer
did not come with the SSH client installed. So, when | tried to log in to my
virtual machine via SSH my command prompt did not recognize the SSH
command. The fix for this was simple. | had to find the optional features
tab in the windows settings and install the SSH client. Once the client was
installed, | was able to successfully SSH into a live virtual machine on
Microsoft Azure that | launched.
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TION

ration | will
rosoft’s Azure
torage. This is an

t storage service for
: fing and protecting
“data for various uses.

I will

1. Create a storage
account and

container
O
2. Upload and access a
file
\ 3. Create a blob @)
snapshot




DeVry Student Portal | I X Module 5: Project - Clo. X \ Screenshot 2023-11-27 X D Screenshot 2023-11-2° X

(3 https://netw211storage3616.blob.core.windows.net/netw211container3616/ shot... 1.7 uN = X

F Desmos | Scientific... Metasploit | Penetr... Kali Linux Metapack... ’Q. kalischool [3 tor [l ine tcp connection >

@ (im) DeV'ry Student Portal | Home X Module 5: Project - Cloud Storac X N\ netw211container3616 - Microsc X -
€ &) () https://portal.azure.com/#view/Microsoft Azure Storage/Co... [ 3 ® A th = B @ - W

= Describe the benefi.. ¥ Desmos | Scientific... Metasploit | Penetr... Kali Linux Metapack... ﬂ; kalischool B tor @ ine tcp connection > | @ Other favorites

ere is a screenshot

)f my browser window

~ with an image |
uploaded from my local

computer with the URL

Microsoft Azure 2 Search rese G b [’ B @ & ;ﬂf&aﬁg%dﬂryﬂdu &

— netw21lcontainer3616

mainer
T Upload (3 Che

Authentication meth

R Laeiin on top of the window.
j Settings e Add filter
n : "’ Name Modified Access tier Archive status Blob type Lease state O Yo u C a n a I S 0 S e e t h e

metadata showing the
last modified date.

™y
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e Partly sunny mir Q ~ ;;3 m L E L H ' ' ¥ = ) 11/23/2023 i /

' |
.
0O
4
9
=
=
11
3
w5
X
¥
>
- Y
)
o




'

. ~ CREATING A BLOB SNAPSHOT 1 OF 2
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O |V (9 A|D @ e + = . @ M [ netw2iistorage36le! X
() https://netw211... A ¥ m @ - / €& [y () https://netw211... A ¥

7 Desmos | Scientific... > [l Other favorites =@ Describe the benefi.. W% Desmos | Scientific...

THE ORIGINAL VERSION.-LV THIS IS THE MODIFIED VERSION.-LV

:tFIysunny == Q - ? !a L E . l ! @ ~ N




o @ @ || DevViyStudentPortal|| X Module 5: Project - Clo X | '\ NETW211FILES¢-Mic X [ netw2llstorage3slsh X+

& - (O O nhips//netw211storage3616.blob.corewindowsnet/netwi211container3616/NET.. A 77 [ 1= R G e U]

ﬁ: Describe the benefi.. ¥ Desmos | Scientific.. Metasploit | Penetr... Kali Linux Metapack... ﬁ kalischoal [3 tor ] ine tcp connection > [l Other favorites

THIS IS THE FIRST REVISED VERSION.-LV

437 ar g ﬁ E a 10:30 AM
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N azure so

the same it ran
Ch 1slate to work... This
knowledge | am s picture | can’t quite see yet.
But | am sure that within the next few sessions | will get some
clarification.
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§er’Eting up an?
Action Group

77 and

‘' ()

N —

Notifications

The VM-Status-
Change action
group on the
Manage actions
page.

m
18] i % Action groups - Microsoft Azure X = - = a x
e () (5] https//portal.azure.com/# f Act ade/s tions~/%5E ff J m = B = @ e s @
m Describe the benefi... Metasploit | Penetr... ;Q Kali Linux Metapack... E'Q kalischool B tor [l inetcp connection & tcpkill i;;} Settings *  Gmail * YouTube & Maps > @ Other favorites (o]
= Microsoft Azure £ search resources, services, and docs (G+/) I 0 @:3 @ R'j lvenegasd@mydeviy.edu @ -
= bl = = ; : = i DEVRY UNIVERSITY (MYDEVRYE.. S0 &
Home >

Action groups

Create == Columns 'C_:' Refresh pen query
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- "Setting up
N AAlert Rules

‘' ()

~ The Alert rules
window, listing the
VM-Deallocate and
VM-Restart rules.
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Alert rules
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Azure Monitor alert 'VM-Restart' was activated
for 'NETW211-VM-LV' at December 1, 2023
23:02 UTC

Activity log alert
Time

Category

Resource 1D

Caller

Propertie
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Important notice: Azure Monitor alert VM-Deallocate was activated

‘' ()

~  The “VM-
Deallocate was
activated” email
alert, with the

date and time it Azure Monitor alert 'VM-Deallocate' was
fired. " activated for 'NETW211-VM-LV' at December 1,
2023 23:16 UTC

You're receiving this notification as a member of the VM-Status action group
because an Azure Monitor alert was activated.

[ Microsoft Azure

N —

N Activity log alert WM-Deallocate
Time December 1, 2023 23:16 UTC
Category Administrative

I Operation name Microsoft.Compute/virtualMachines/deallocate/action

memaEd@ &
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- @ n ~ B TOD 12/1/2023 &

37



During this project | essentially created a security group rule and notification about the status of a virtual
machine on my cloud network. | configured the cloud to send me an email every time a particular virtual
machine was being turned on or off. These are cloud features that one must be able to navigate in the field.




vity of
J blob storage,
)u get a load of

the were deallocated?
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